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Core Principles of Security

» CIA Triad is guiding model in
information security

> Confidentiality: protecting information
from unauthorized access

Confidentiality

> Integrity: data are trustworthy,
complete, and have not been altered or

T2 S modified by unauthorized users
Source: > Availability: data accessibility when
https://destcert.com/resources/ needed

five-pillars-information-security/


https://destcert.com/resources/five-pillars-information-security/
https://destcert.com/resources/five-pillars-information-security/

Cryptographic protocols

Cryptographic protocols

@ small programs designed to secure
communication (various security
goals)

@ use cryptographic primitives (e.g.
encryption, hash function,

(1) by Fabio Lanari — Internetl.jpg by Rock1997 modified., CC BY-SA 4.0,
https://commons.wikimedia.org/w/index.php?curid=20995390
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Security properties (1)

@ Secrecy: May an intruder learn some secret message between two
honest participants?

@ Authentication: Is the agent Alice really talking to Bob?

@ Fairness: Alice and Bob want to sign a contract. Alice initiates the
protocol. May Bob obtain some advantage?
@ Non-repudiation: Alice sends a message to Bob. Alice cannot later

deny having sent this message. Bob cannot deny having received the
message.

Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024 4/30



Security properties: E-voting (2)

- Eligibility: only legitimate voters can vote, and only
once
/ = —, Fairness: no early results can be obtained which could
\ < /

“. influence the remaining voters

Mol CeTTe Annee.
Tk JoNné (RocoralioN

Individual verifiability: o oiniToR

a voter can verify that her vote was
really counted

Universal verifiability:
the published outcome really is the
sum of all the votes

i
Belgique - Election 2004 - http://wwu.pourevabe/ - (C) Kanar
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Security properties: E-voting (3)

Privacy: the fact that a particular voter voted in a particular way is not
revealed to anyone

Receipt-freeness: a voter cannot prove that she
voted in a certain way (this is important to pro-
tect voters from coercion)

Coercion-resistance: same as receipt-freeness, but the coercer interacts
with the voter during the protocol, (e.g. by preparing messages)

Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024 6/30



Cryptographic primitives

Cryptographic primitives

Algorithms that are frequently used to build computer security systems.

These routines include, but are not limited to, encryption and signature
functions.
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Cryptographic primitives

Cryptographic primitives

Algorithms that are frequently used to build computer security systems.

These routines include, but are not limited to, encryption and signature
functions.

Symmetric encryption

— encryption decryption
= T ’

— Examples: Caesar encryption, DES, AES, ...
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Cryptographic primitives

Cryptographic primitives

Algorithms that are frequently used to build computer security systems.

These routines include, but are not limited to, encryption and signature
functions.

Asymmetric encryption

l encryption ﬁ’ decryption l

public key s s private key

Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024 7/30

A Short Introduction to Security o [



Cryptographic primitives

Cryptographic primitives

Algorithms that are frequently used to build computer security systems.

These routines include, but are not limited to, encryption and signature
functions.

Signature

signature verification
) ‘§

b
private key public key
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Motivating Scenario: The “Dating Problem”
Calculating Mutual Interest with Playing Cards

» Secrets: Do | fancy the other person?
» To compute: Is there mutual interest?
~+ Secure 2-party AND without computers
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Motivating Scenario: The “Dating Problem”
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» Secrets: Do | fancy the other person?
» To compute: Is there mutual interest?
rty AND without computers
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\ O
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Cryptographic Multiparty Protocols
General Requirements

» Ballot confidentiality: Ballots kept secret
» Ballot integrity: Ballot casting/processing not manipulated
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Cryptographic Multiparty Protocols
General Requirements

» Ballot confidentiality: Ballots kept secret
» Ballot integrity: Ballot casting/processing not manipulated

Application: Secure Multiparty Computation
» Multiple parties compute common function on their secret bits
> Intermediate states, output, and input are shared secrets
> External observer is convinced of correctness
» Computation is zero-knowledge and observer only learns output

Simple Example

Card-based cryptography with two parties for “honest-but-curious” trust model



Card-Based Cryptographic Protocols
A Deck of Cards:
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Card-Based Cryptographic Protocols
A Deck of Cards:

» Indistinguishable back sides: #

> Distinguishable ordered front sides, e.g,, ..., or @ and @

i No f b
Simple Yes/No Vote: @@ - JNo fora<
Yes fora>»b

Three Actions: (1) Turning cards, (2) Shuffling (e.g., card cutting), and
(3) Announcing output positions

Computation of AND Function (with Two Voters):

» Input: two face-down votes (x, y):

» Output: face-down result (x A y): i



Example: The “Five-Card Trick”
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Example: The “Five-Card Trick”

Configurations:

YES/YES (> YES/No (<) NO/YES (< No/No (<)

@ﬂlll 2J)f3)[4s] E@Bll 1)2J3)(4)s)



The “Five-Card Trick” by Niemi and Renvall (1999)

Swap Cards
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The “Five-Card Trick” by Niemi and Renvall (1999)
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The “Five-Card Trick” by Niemi and Renvall (1999)
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The “Five-Card Trick” by Niemi and Renvall (1999)

w e

l |
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I
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Five-Card AND Protocol by Niemi and Renvall (1999)

1 (perm, (2 3))
2 repeat
3 (shuffle, (1234 5)))
4 v = (turn, {1})
5 untilv==2orv ==
6 repeat
7 (shuffle, ((2 34 5)))
8 v = (turn, {2})
9 untilv==2o0rv:==
10

repeat
1 (shuffle, ((345)))
12 v = (turn, {3})
13 until v ==

14 (result, 4,5)



Security of cryptographic protocols

How cryptographic protocols can be attacked?

Logical attack

Breaking encryption

Ky

cryptanalysis

replay attacks

man-in-the-middle attacks
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Symbolic model: example of attacks, replay attacks

transfer 100 euros into
the merchant's account
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Symbolic model: example of attacks, replay attacks

transfer 100 euros into
the merchant's account

transfer 100 euros into

the merchant’s account
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Symbolic model: example of attacks, replay attacks

transfer 100 euros into
the merchant's account

transfer 100 euros into

the merchant’s account

transfer 100 euros into

the merchant’s account

%
transfer 100 euros into
the merchant’s account
_ 3
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Symbolic model: example of attacks, replay attacks

transfer 100 euros into
the merchant's account

transfer 100 euros into

the merchant’s account

transfer 100 euros into

the merchant’s account

transfer 100 euros into

the merchant’s account

_ s

Example: attack on the decoders (TV)
— block the message that cancels the subscription
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Needham-Schroeder (public-key) Protocol
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Needham-Schroeder’s Protocol (1978)

e A — B: {A7 Na}pub(B)
B — A: {Na Nb}puna)
A — B:

{Nb}pub(B)
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Needham-Schroeder’s Protocol (1978)

- B: {A> Na}pub(B)
= A {Na No}ouna)
— B

{Nb}pub(B)
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Needham-Schroeder’s Protocol (1978)

A — B: {A, Na}pub(B)
B — A: {Na Nb}ouna)
A — B:

o {Nb}pub(B)
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Needham-Schroeder’s Protocol (1978)

A — B: {A> Na}pub(B)
B — A: {Na Nb}puna)
A — B: {Nb}pub(B)
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Needham-Schroeder’s Protocol (1978)

A — B: {A> Na}pub(B)
B — A: {Na Nb}puna)
A — B: {Nb}pub(B)

Questions
@ Is N secret between A and B ?

@ When B receives {Nb}pub(B), does this message really comes from A 7

Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024

A Short Introduction to Security 7 [



Needham-Schroeder’s Protocol (1978)

A — B: {A> Na}pub(B)
B — A: {N, Np}puba)
A — B: {Nb}pub(B)

Questions
@ Is N secret between A and B ?

@ When B receives {Nb}pub(B), does this message really comes from A 7

An attack was found 17 years after its publication! [Lowe 96] I
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Example: Man in the middle attack

Intruder |

@ involving 2 sessions in parallel, A—B :{A Na}pub(B)
B—A : {Naa Nb}pub(A)

@ an honest agent has to initiate a A B N
session with . - : {Nb}pub(B)
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Example: Man in the middle attack

{A7 Na}pub(/) _ {Aa Na}pub(B)

Intruder |
A—=B :{A Na}pub(B)
B—-A : {Na7 Nb}pub(A)
A—B : {Nb}pub(B)
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Example: Man in the middle attack

{A7 Na}pub(/) _ {Aa Na}pub(B)
{Na, No}oub(a) [ RE7n {Na, Nb}oub(a)

Intruder |
A—B :{A Na}pub(B)
B — A {Na Np}pub(a)
A—B : {Nb}pub(B)
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Example: Man in the middle attack

{A, Na}oub(r) {A, Na}pun(B)
{Na, No}oub(a) [ §¥7n {Na, Nb }pub(a)
{Nb}pub(/) {Nb}pub(B)
Intruder |
A—B :{A Na}pub(B)
B—-A : {Na7 Nb}pub(A)
A =B {Np}pub(B)
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Example: Man in the middle attack

{A, Na}oub(n) » {A, Na}pub(8)
{Na, No}oub(a) [ RE7n {Na, Nb}oub(a)
{Nb}pub(/) {Nb}pub(B)

Intruder |

A—=B :{A Na}pub(B)
B—A : {Naa Nb}pub(A)
A—B : {Nb}pub(B)

@ the intruder knows Np,

@ When B finishes his session
(apparently with A), A has
never talked with B.
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TLS: An implementation attack

M Technologies

QTSI Jouxvidéo  Hits Playtime  Libertés numériques  Téléphonie mobile  Droit Cauteur  Rése

Faille Heartbleed : les sites pour
lesquels il est conseillé de changer
son mot de passe

et TET-T)

Deux jours apres la révélation d'une faille de sécurité au sein du protocole
OpenSSL, baptisée « Heartbleed », cette demiére est décrite par certains comme
« le pire cauchemar » qui puisse armiver concemant la sécurié des échanges sur
Internet

Le logiciel libre OpenSSL est instalké sur les serveurs de trés nombreux sites pour
établir des connexions chiffrées et sécurisées entre ce demier et ses utisateurs.
™ Detriés nombreux sites Intemet utiisent OpenSSL pour sécuriser leurs échanges
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TLS: An implementation attack

N TeclLesEchos. s mews sovmse sarmmone  svsies

Ve
TECHNOLOGES JRERY
FRANCE~ | INTERWATIONAL -  INDUSTRIE-SERVICES * TECHw | MEDIAS = FINANCEMARCHES *  REG

Faille H
lesquel:
son mo

=
i
EEIEE Q) tecnmedtas - actu

Faille informatique « Heartbleed
»:les lecons a tirer

La faille informatique baptisée Heartbleed est maintenant
réparée. Mais les entreprises ont beaucoup a apprendre de ce
malheureux épisode. La confidentialité des données de leurs
clients a été mise en danger.

S némoragie st antée. Enre mars 2012 et 7 avil 2014, 1a
e e 1 mromatique Heartbloed (« ouur aul saigne s, an

Zassiiass e anglais) a concerné un trés grand nombre de sites

Deux jours aprés

OpenSSL, baptic Internet, des réseaux sociaux en passant par les banques
en ligne etles plates-formes de e-commerce. Le combie est que le danger provient

justement du systéme chargeé de sécuriser faccés aux services sensibles comme le

« le pire caucher.

Iternet paiement en ligne.

Le logiciel libre C Lalerte nintervient que dans les premiers jours d'avril 2014. Jusquici personne
étabir des conne navaient constaté de péril. Le risque - des cyber-criminels pouvaient faciement retrouver
De les informat fles G intemautt sies, dans la mémolre des

serveurs informatiaues. Noms ef mofs de passe en oremier et Ouelaues iolrs Anrs 12
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TLS: An implemen
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Deux jours aprés
OpenSSL, baptis
« le pire caucher
Internet

Le logiciel ibre C
étabiic des conne
De trés nombrey

tech-medias + 2
Lesechos fr-Le

Faille |
»:lesl

La faille infc
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enligne etles |
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les informations |
serveurs informa

Bruno Blanchet (Inria)

attack

111110101010
J01LOGINQO1
0000100

L'IMPACT DE LA FAILLE
HEARTBLEED S'ETEND
BIEN AU-DELA
D'INTERNET

[ 3 Recommander KB 841 o Mno4na
foY & in P X
par Jim Finkle

BOSTON (Reuters) - La faille de sécurité "Heartbleed" pourrait permettre i des pirates
informatiques d'accéder & des boites mail, de contourner des pare-feu, voire de pirater
des téléphones portables, selon des spécialistes en informatique qui ont prévenu jeudi
que les risques pourraient s'étendre au-dela des seuls serveurs internet.

duction to cryptographic protocols

August 2024




TLS: An implementation attack

M TeclLesEcho Mashable v wos soonseon - reor - oimiss - onernon - usaven < o -
[ cccocs F The Heartbleed Hit List: The
Faille H Passwords You Need to Change

lesquel:

son mo' nght Now

[y 6616k N

test o HE
Faille

»:les]

La faille infc D']

réparée. Ma
malheureus

clients a été =
o s f
e
[y
[O)eux g;s:mes I par Jim
n is
pe 200 enligne etles |

« le pire caucher. justement du sys BOSTO!

Internet.
paiement en lign: informa
Le logicielibre C Lalerte minteny des téléy
& éablir des conne navaient constat quelest
| De s nomixed les informations | D—

serveurs informa

Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024

A Short Introduction to Security 37/m




TLS: An implementation attack

N TeclLesEcha
o E— "’ea/neg'ster .

Faille H Passw
lesquel:

son mo Right1 =~

Anatomy of OpenSSL's Heartbleed: Just four
bytes trigger horror bug
' 6 6 1 . 6 k The code behind the C-bomb dropped on the world

ot s HFE
Faille i

freeriys

445  Analysis The password-ieaking OpenSSL bug dubbed Heartbleed is so bad.

BI] switching off the intemet for a while sounds like a good plan.

»:lesl RELATED  Atiny flaw in the widely orary y

La faille infi D '] STORIES  dip into vuinerable systems, from your bank's HTTPS server to your private VPN, to

A fail Gotcracking on_ Steal passwords, login cookies, private crypto-keys and much more.

réparée. Ma STARTILS says

malheureus Facebook How, In 2014, Is this possible?

clients a été =2 Apple splats A simple script for the exploit engine Metasploit can, in a matter of seconds, extract

ey bugin  SENSitve in-memory data rom systems tht rely on OpenSSL 1.0.1 10 1.0.11for TLS

f 105,05 x-u_ encrypton. The bug affcts about 500,000, or 7.5 per cent of rusted HITPS

s no Heartbleed - wensites, we're told, as well as client software, email servers, chat services, and

Deux jours aprés

parJim OpenBSD anyihing else using the aforementioned versions of OpenSSL
OpenSSL, bapti founder wants to
« le pire caucher. on ligne etles | bin buggy /A good number of popular web services have now been patched following disclosure
justement du sys BOSTO! OpenSSLIixary. o e vunerabilty on Mond: s 1001 1o check (use at N
Intemet Sl OpenSSL e winerabiity on Monday; you can use this ool to check (use at your own rs
P informa of course), but don't forget to do more than patch your OpenSSL installation if you're
Le logicielibre C Lalerte minteny des téléy Fuing affected — change your keys, dump your session cookies and evaluate your atrisk
D aledescome  mavent o aelss Py, o
S| Do tris nombred] les informations | wil take,
Servenrs informa - .

Too long, didn't read: A summary
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Heartbleed explained (1): heartbeat

@ SSL/TLS: protocol used for https:// web pages.
@ Heartbeat: an extension of TLS that just checks that a server is alive.

e The client sends a packet to the server.
o The server replies to the client with the same packet.

Heartbeat message

Client Server

Heartbeat response
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Heartbleed explained (2): heartbeat message in detail

SSLv3 record
Length of HeartbeatMessage

HeartbeatMessage

Type Length of payload | Payload data
TLS1_HB_REQUEST
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Heartbleed explained (3): the attack

OpenSSL 1.0.1 before 1.0.1g does not check that the lengths are coherent!
Heartbeat attack message

SSLv3 record

Length of HeartbeatMessage
4 bytes

HeartbeatMessage

Type Length of payload | Payload data
TLS1_HB_REQUEST | 65535 bytes

Heartbeat victim’s response
SSLv3 record

Length of HeartbeatMessage
65538 bytes

HeartbeatMessage

Type Length of payload | Payload data
TLS1_HB_RESPONSE | 65535 bytes

Source: http://www.theregister.co.uk/2014/04/09/heartbleed_explained/
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