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Why verify security protocols ?

The verification of security protocols has been and is still a very active
research area.

@ Their design is error prone.

@ Security errors are not detected by testing:
they appear only in the presence of an adversary.

@ Errors can have serious consequences.
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Models of protocols

Active attacker:
@ the attacker can intercept all messages sent on the network
@ he can compute messages

@ he can send messages on the network
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Models of protocols: the symbolic model

The symbolic model or “Dolev-Yao model” is due to Needham and
Schroeder [1978] and Dolev and Yao [1983].
@ The cryptographic primitives are blackboxes.
@ The messages are terms on these primitives.
— {m}4 encryption of the message m with key k,
— (m1, my) pairing of messages m; and my, ...
@ The attacker is restricted to compute only using these primitives.
= perfect cryptography assumption

One can add equations between primitives, but in any case, one makes the
hypothesis that the only equalities are those given by these equations.

This model makes automatic proofs relatively easy
(Tamarin, ProVerif, AVISPA, ...).

Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024 10/30
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Models of protocols: the computational model

The computational model has been developed at the beginning of the
1980's by Goldwasser, Micali, Rivest, Yao, and others.

@ The messages are bitstrings.
@ The cryptographic primitives are functions on bitstrings.
@ The attacker is any probabilistic (polynomial-time) Turing machine.

This model is much more realistic than the symbolic model, but until
recently proofs were only manual.
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Introduction

Models of protocols: side channels

The computational model is still just a model, which does not exactly
match reality.

In particular, it ignores side channels:
@ timing
@ power consumption
@ noise
@ physical attacks against smart cards

which can give additional information.

Bruno Blanchet (INRIA, ENS, CNRS) ETAPS

A Short Introduction to Logic ecurity 6/42

March 2012 14 | 48




Introduction

Security properties: trace and equivalence properties

@ Trace properties: properties that can be defined on a trace.
@ Symbolic model: they hold when they are true for all traces.
o Computational model: they hold when they are true except for a set of
traces of negligible probability.
@ Equivalence (or indistinguishability) properties: the attacker cannot
distinguish two protocols (with overwhelming probability)
@ Give compositional proofs.
@ Hard to prove in the symbolic model.

Bruno Blanchet (INRIA, ENS, CNRS) ETAPS March 2012 15 / 48
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Introduction

Security properties: secrecy

The attacker cannot obtain information on the secrets.
@ Symbolic model:

o (syntactic) secrecy: the attacker cannot obtain the secret (trace
property)
@ strong secrecy: the attacker cannot distinguish when the value of the
secrecy changes (equivalence property)
@ Computational model: the attacker can distinguish the secret from a
random number only with negligible probability (equivalence property)

Bruno Blanchet (INRIA, ENS, CNRS) ETAPS March 2012 16 / 48
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Introduction

Security properties: authentication

If A thinks she is talking to B, then B thinks he is talking to A, with the
same protocol parameters.

@ Symbolic model: formalized using correspondence assertions of the
form “if some event has been executed, then some other events have
been executed” (trace property).

@ Computational model: matching conversations or session identifiers,
which essentially require that the messages exchanged by A and B are
the same up to negligible probability (trace property).

Bruno Blanchet (INRIA, ENS, CNRS) ETAPS March 2012 17 / 48
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Symbolic Model

Verifying protocols in the symbolic model

Main idea (for most verifiers):
@ Compute the knowledge of the attacker.
Difficulty: security protocols are infinite state.
@ The attacker can create messages of unbounded size.

@ Unbounded number of sessions of the protocol.

Bruno Blanchet (INRIA, ENS, CNRS) ETAPS March 2012 18 / 48
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Relevance of the symbolic model

@ Numerous attacks have already been obtained.

@ An attack in the symbolic model immediately implies one in the
computational model (and a practical attack).

e A proof in the symbolic model does not always imply a proof in the
computational model (see next).

@ Allows us to perform automatic verification.

Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024 15/30
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Symbolic Model

Solutions to undecidability

To solve an undecidable problem, we can
@ Use approximations, abstraction.
@ Not always terminate.
@ Rely on user interaction or annotations.

@ Consider a decidable subclass.

Bruno Blanchet (INRIA, ENS, CNRS) ETAPS March 2012 20 / 48

A Short Introduction to Logic for Security 12/42




Symbolic Model

Solutions to undecidability

Abstraction
Tree automata (TA4SP)
.

Control-flow analysis
°

Horn clauses (ProVerif)

, Typing (Cryptyc)

User help
Logics (BAN, PCL, ...)
°

Theorem proving (Isabelle)
°

Not always terminate

Maude-NPA (narrowing)
°
Scyther (strand spaces)
°

Bruno Blanchet (INRIA, ENS, CNRS)
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Proofs in the computational model

Proofs by reduction:
from an adversary that breaks the protocol,

one can build an adversary that solves a difficult mathematical
problem.

Difficulty: protocols typically rely on several cryptographic primitives,
each relying on the difficulty of a different problem.

Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024 16 /30
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Proofs in the computational model

Proofs by sequences of games [Shoup, Bellare&Rogaway]:

@ The first game is the real protocol.

@ One goes from one game to the next by syntactic transformations or
by reducing to a security assumption on a cryptographic primitive.
The difference of probability between consecutive games is negligible.

@ The last game is “ideal”: the security property is obvious from the
form of the game.

(The advantage of the adversary is 0 for this game.)

— — —
Protocol p1 P2 s Pn Property
to prove |negligible negligible negligible obvious
Bruno Blanchet (Inria) Introduction to cryptographic protocols August 2024 17 /30
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Link between the two models

o Computational soundness theorems:

Proof in the proof in the
symbolic model computational model
modulo additional assumptions.

Approach pioneered by Abadi&Rogaway [2000]; many works since
then.
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Heartbleed Disaster

published in April 2014
security bug in the OpenSSL TLS library
heartbeat protocol (“ping”)

vulnerability classified as a buffer over-read (read mofe data than should be
allowed.)

some 17% (around half a million) of certified secure web servers believed
vulnerable to the attack

> fixed by adding one if statement.

> known data theft: hackers stole security keys from community health
systems, compromising the confidentiality of 4.5 million patient records.

vvyy

v
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Heartbleed - Information Flow

OpenSSL's memory: Contains secret information
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Heartbleed - Information Flow

OpenSSL Heartbeat Request (‘PING’, 12)
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Heartbleed - Information Flow

OpenSSL Heartbeat Request (‘PING’, 12)
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Information Flow Model
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Attacker model

Q Public Input Channel

Public Output Channel

¢

> Attacker communicates with system over public channels
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Attacker model

Q Public Input Channel

Public Output Channel

¢

» Attacker communicates with system over public channels
> ...tries to learn the secret which is kept inside the system
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Attacker model

Public Output Channel

¢

» Attacker communicates with system over public channels
> ...tries to learn the secret which is kept inside the system
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Attacker model

¢

Public Output Channel

> Attacker communicates with system over public channels
> ...tries to learn the secret which is kept inside the system
> ...or at least parts of the secret
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Attacker scenarios

Attackeris ... Public channels are...

an agent over the network network traffic

another application on same device | shared resources (files),
interprocess comm.

program using a library shared memory,
method calls
a user at a console monitor and keyboard
In models:

Attacker’s capabilities expressed by the public channels.
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Mathematical model

P : Secretlnput x Publiclnput — SecretOutput x PublicOutput

s : Secretlnput x Publiclnput — SecretOutput
p . Secretlnput x Publiclnput — PublicOutput
P(h,&) = (s(h.€),p(h 2))

We will define security properties for such programs and analyse them.

Variables with high security status are named h (h; etc.) and
variables with low (public) security status are named ¢ (¢; etc.).



Example

int h;
int 1;
void f() {
if(h > 5) {
1 ++;
} else {
h —;
}
}

h and 1 serve as input and
output variables.



Example

Javamethod L pogel

int h; h ifh>5
nt 1; S’C(h’/):{h—1 ifh<s
void O 1 I+1 ifh>5
if(h > 5) { —
L o+e pf(h’/)_{/ ifh<5
} else {
h —;
}
}

h and 1 serve as input and
output variables.



Example

Javamethod L pogel

int h; h ifh>5
int 1; s ) =9, _4 ifh<s
void f() { vip _
if(h > 5) { pr(h, 1) = It Thes
1 e; / ifh<s
} else {
h —; Attacker model
y } » Attacker can see 1.

> Attacker cannot see h.
h and 1 serve as input and
output variables.



Example

Javamethod L pogel

private int h; (h 1) {h if h>5
. . . Se( N, = .
Szt;sl;(;n; 4 h—1 .|fh§5
if(h > 5) { p,c(h,/):{/-l_1 !fh>5
1 ++; / ifh<5
} else {
h —; Attacker model
} } » Attacker can see 1.
> Attacker cannot see h.
hand 1 serve as input and > (e.g., by visibility modifiers)

output variables.
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Parties: the attacker and the system
Assume: Attacker knows program P

Protocol: 1. Attacker chooses
X,y € Secretlnput,
z € Publiclnput
2. System selects 2 € {x, y} randomly (i.i.d.).
Attacker receives public output p(a, 2).
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Secure information flow as a game

Parties: the attacker and the system
Assume: Attacker knows program P

Protocol: 1. Attacker chooses
X,y € Secretlnput,
z € Publiclnput
2. System selects 2 € {x, y} randomly (i.i.d.).
3. Attacker receives public output p(a, 2).
4. Attacker guesses whethera=xora=y.

Winner: Attacker wins this game if they can tell a correctly.
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Attacker knowledge:
Attacker knows all relevant information: P, x, y, z



Secure information flow as a game (l1)

Attacker knowledge:
Attacker knows all relevant information: P, x, vy, z

Two possibilities:

p(x,z) = p(y, z)
Attacker cannot kRnow if a = x or
a=y.

They must guess.



Secure information flow as a game (l1)

Attacker knowledge:
Attacker knows all relevant information: P, x, vy, z

Two possibilities:

p(x,z) = p(y, z) p(x,z) # p(y, z)

Attacker cannot kRnow if a = x or Attacker knows if a = x or a = y (by
a=y. computing both).

They must guess. They can answer correctly.
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Secure information flow as a game (l1)

Attacker knowledge:
Attacker knows all relevant information: P, x, vy, z

Two possibilities:

p(x,z) = p(y, z) p(x,z) # p(y, z)

Attacker cannot kRnow if a = x or Attacker knows if a = x or a = y (by
a=y. computing both).

They must guess. They can answer correctly.

Program has secure information flow if best strategy has winning probability 0.5.
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Secure information flow as a game (l11)

Secure information flow is a hard condition:
> Attacker may freely choose the secret

> even if that value may be unlikely to occur
» (— chosen plaintext in crypto)



Secure information flow as a game (l11)

Secure information flow is a hard condition:
> Attacker may freely choose the secret

> even if that value may be unlikely to occur
» (— chosen plaintext in crypto)

» The winning probablity must not deviate from 50%.
» 50% are the winning odds for blind guessing.

» Information gained from public channels still leaves the attacker with same
chance.

» information theoretical security

» stricter than computational security
(increasing winning probability within negligible polynomial bounds, —
IND-CPA in cryptography)

A Short Introduction to Logic for Security 26/42 Noninte




Noninterference

(Goguen and Meseguer, 1982)

Semantic definition

A program P = (s, p) satisfies noninterference if a user cannot learn anything
about secret input from inspecting public outputs.

Mathematical condition

Vhy, ha, I p(hy, 1) = p(h2, 1)
The public result p of program P is independent of the secret input.
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Quiz

Do the following programs have the noninterference property?



Quiz
class MiniExamples {
public int 1;
private int h;
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Quiz
class MiniExamples {
public int 1;
private int h;

void ma() {
1 = h;

void m2() {
if (1 > 0) {



Quiz void m3() {

class MiniExamples { if (h>e) {1l=1;}
public int 1; else {1=2;};
private int h; }

void ma() {
1 = h;
}

void m2() {
if (1 > 0) {



Quiz

void m3() {
class MiniExamples { if (h>e) {1l=1;}
public int 1; else {1=2;};
private int h; }
void m1() { void ms() {
1 = h; h=e; 1=h;
} }
void m2() {
if (1 > o) {
h=1;
} else {
h=2;
}
}



Quiz
class MiniExamples {
public int 1;
private int h;

void ma() {
1 = h;
}

void m2() {
if (1 > 0) {

void m3() {
if (h>e) {1=1;}
else {l1=2;1};

}

void m4() {
h=0; 1=h;
}

void m5() {
while(h == o) { }
}



Quiz
class MiniExamples {
public int 1;
private int h;

void ma() {
1 = h;
}

void m2() {
if (1 > 0) {

void m3() {
if (h>e) {1=1;}
else {l1=2;1};

}

void m4() {
h=0; 1=h;
}

void m5() {
while(h == o) { }
}

void m6() {
Thread.sleep(h * 1000);

}

,



Sometimes it is ok to leak a bit
...or two

private int secretPIN;
int checkPIN(int triedPIN) {
if(secretPIN == triedPIN) {
return 1;
} else {
return o;

}

1. This method leaks information.
2. How much?
3. Can this be used to learn about the secret?



Information flow control

Noninterference is often too strict.

Declassification
Allow particular data to flow

Quantitative analysis
Analyse the amount of secret information that flows

A Short Introduction to Logic for Security 28 2 Noninterference Semantics



Declassification

Situation

The attacker must not learn anything but the value of an expression ex(h, /).
ex(h, 1) is called declassified and no longer secret.
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Declassification

The attacker must not learn anything but the value of an expression ex(h, /).
ex(h, 1) is called declassified and no longer secret.

Vhy, ha, L. ex(hy,£) = ex(hy, £) — p(hy,£) = p(ha, £)
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Secure information flow as a game (again)
Parties: the attacker and the system
Assume: Atacker knows program P

Protocol: 1. Attacker chooses
X,y € Secretlnput,
z € Publiclnput,

2. System selects a € {x, y} randomly (i.i.d.).
3. Attacker receives public output p(a, 2).
4. Attacker guesses whethera=xora=y.

Winner: Attacker wins this game if they guess a correctly

=» Program has secure information flow if best guessing strategy has
winning probability 0.5.
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Secure information flow as a game (again)

Parties: the attacker and the system

Assume: Atacker knows prc attacker cannot use ex to

Protocol: 1. Attacker choc diScern x andy.

X,y € Secretlnput,
z € Publiclnput,
such that ex(x, z) = ex(y, z)
2. System selects a € {x, y} randomly (i.i.d.).
3. Attacker receives public output p(a, 2).
4. Attacker guesses whether a=xora=y.

Winner: Attacker wins this game if they guess a correctly

=» Program has secure information flow if best guessing strategy has
winning probability 0.5.

A Short Introduction to Logic for Security 33/42




Declassification in the example

private int sec;
int checkPIN(int try) {
if(sec == try) return 1; else return o;

}
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It is declassified whether PIN is correct: ex := sec = try
(Admissible to learn that PIN is correct if the attacker already has the number.)



Declassification in the example
Code

private int sec;
int checkPIN(int try) {
if(sec == try) return 1; else return o;

}

Declassification

It is declassified whether PIN is correct: ex := sec = try
(Admissible to learn that PIN is correct if the attacker already has the number.)

Proof obligation:
Vsec,sec, try . ((sec = try) < (sec’ = try)) —
Pcheckpn(S€C, try) = Peneckpn(sec’, try)
...is valid

A Short Introduction to Logic for Security 34/42 Noninterference Semantics



Quantitative information flow analysis

|
Analyse how much information flows
not only whether or not it flows.

1 = h & ebo111 /*7%/;
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Quantitative information flow analysis

|
Analyse how much information flows
not only whether or not it flows.

1 = h & ebe111 /*7+/; leaks 3 bits (of 32).

A Short Introduction to Logic for Security P Noninterference Semantics



Quantitative information flow analysis

L
Analyse how much information flows
not only whether or not it flows.

= h & ebe111 /*7+/; leaks 3 bits (of 32).

1
1 = h1 " h2 " h3;
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Quantitative information flow analysis

|
Analyse how much information flows
not only whether or not it flows.

= h & ebe111 /*7+/; leaks 3 bits (of 32).

1
1 =h1 " h2 " h3; leaks 32 bits (of 96).
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Quantitative information flow analysis

|
Analyse how much information flows
not only whether or not it flows.

= h & ebe111 /*7+/; leaks 3 bits (of 32).

1
1 =h1 " h2 " h3; leaks 32 bits (of 96).

One metric to compute amount of information:
Shannon Entropy H:

Pr(r) :={h| p(h) = r}/ SecretSize
H(L) =Y Pr(r) - log(Pr(r))

A Short Introduction to Logic for Security e 2 Noninterference Semantics



Noninterference Definition

Definition (Low-Equivalence on States)

Two states are low-equiv. if they assign the same values to low variables.
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Noninterference Definition

Definition (Low-Equivalence on States)

Two states are low-equiv. if they assign the same values to low variables.

Definition (Noninterference)

Starting a program P in two arbitrary low-equivalent states results in two final
states that are also low-equivalent.

A Short Introduction to Logic for Security 36/42 Noninterference Semantics



Noninterference Semantics

> P aprogram

» [ the set of low variables

> 51, s two low-equiv. (~; ) program states
> sy, sh the two final states
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Noninterference Semantics

> P aprogram

» [ the set of low variables

> 51, s two low-equiv. (~; ) program states
> sy, sh the two final states

~ !
S =S
52 S5

/
S1=L 5 ,
S1 S

where
) ’
s~ sl & Yvel (vi=vT)
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Security type systems

Goal:

Define programming language in which syntactically correct programs have
noninterference property.
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Security type systems
Goal:

Define programming language in which syntactically correct programs have
noninterference property.

Language Grammar:

Variable: 11, Lo, ..., hi, ho, ...
(fixed security-levels by name)
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Security type systems
Goal:

Define programming language in which syntactically correct programs have
noninterference property.

Language Grammar:

Variable: 11, Lo, ..., hi, ho, ...
(fixed security-levels by name)

Expression: Variable | Expression ‘+’ Expression
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Security type systems

Goal:

Define programming language in which syntactically correct programs have
noninterference property.

Language Grammar:

Variable: 11, Lo, ..., hi, ho, ...
(fixed security-levels by name)

Expression: Variable | Expression ‘+’ Expression

Command: Variable ‘:=" Expression
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Security type systems

Goal:

Define programming language in which syntactically correct programs have
noninterference property.

Language Grammar:

Variable: 11, Lo, ..., hi, ho, ...
(fixed security-levels by name)

Expression: Variable | Expression ‘+’ Expression

Command: Variable ‘:=" Expression
| Command ‘;’ Command

A Short Introduction to Logic for Security 38/42 Noninterference Semantics



Security type systems

Goal:

Define programming language in which syntactically correct programs have
noninterference property.

Language Grammar:
Variable: 11, Lo, ..., hi, ho, ...
(fixed security-levels by name)
Expression: Variable | Expression ‘+’ Expression

Command: Variable ‘:=" Expression
| Command ‘;’ Command

| if Expression = e then Command
else Command end
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Security type systems
Goal:

Define programming language in which syntactically correct programs have
noninterference property.

Language Grammar:

Variable: 11, Lo, ..., hi, ho, ...
(fixed security-levels by name)

Expression: Variable | Expression ‘+’ Expression

Command: Variable ‘:=" Expression
| Command ‘;’ Command
| if Expression = e then Command
else Command end
| while Expression = e do Command end

A Short Introduction to Logic for Security 38/42 Noninterference Semantics



Security type system: Explicit flow

Assignment can leak information

For instance: 1; ;= h;
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Security type system: Explicit flow

Assignment can leak information

For instance: 1; ;= h;

Assignments to low variables are forbidden if high variables occur in the
expression.
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Security type system: Implicit flow

Conditional/Loop can leak information

For instance:
if hy = o
then 17 :
else 17 :
end

I
O]
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Security type system: Implicit flow

Conditional/Loop can leak information

For instance:
if hy = o
then 1; := 0
else 1; := 1
end

Assignments to low variables are forbidden in a conditional (if) command if a
high variable occurs in the branching condition.

(Similar applies to while loops.)
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Type rules

exp : high
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Type rules

exp : high

h; & Vars(exp)
exp : low
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Type rules

exp : high

h; & Vars(exp)
exp : low

pc € {low, high}
[pc] F hj :=exp
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Type rules

exp : high

h; & Vars(exp)
exp : low

pc € {low, high}
[pc] F hj :=exp

exp : low
[low] F 1; :=exp
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Type rules

[high] = comm
exp : high [low] F comm

h; & Vars(exp)
exp : low

pc € {low, high}
[pc] F hj :=exp

exp : low
[low] F 1; :=exp
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Type rules

[high] = comm

exp : high [low] F comm
h; & Vars(exp) [pc] F commy  [pc] - commy
exp : low [pc] F commy; comm;

pc € {low, high}
[pc] F hj :=exp

exp : low
[low] F 1; :=exp
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Type rules

exp : high

h; & Vars(exp)
exp : low

pc € {low, high}

[pc] F hj :=exp

exp : low

[high] = comm
[low] F comm

[pc] F commy  [pc] - commy

[pc] F commy; comm;

exp:pc [pc]Fth [pc]F el

[low] - 1; == exp
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Type rules

exp : high

h; & Vars(exp)
exp : low

pc € {low, high}

[pc] F hj :=exp

exp : low

[high] = comm
[low] F comm

[pc] F commy  [pc] - commy
[pc] F commy; comm;

exp:pc [pc]Fth [pc]F el

[low] - 1; == exp
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[pc] - if exp = 0 then th else el

exp : pc [pc] F comm

[pc] F while exp = 0 do comm



Type rules

[high] = comm

exp : high [low] F comm
h; & Vars(exp) [pc] F commy  [pc] - commy
exp : low [pc] F commy; comm;
pc € {low, high} exp :pc [pc] Fth [pc]t el
[pc] = h; = exp [pc] - if exp = 0 then th else el
forbid explicit flow
exp : lo. exp : pc [pc] F comm
low] = 1; :=exp [pc] F while exp = 0 do comm
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Type rules

[high] = comm

exp : high [low] F comm
h; & Vars(exp) [pc] F commy  [pc] - commy
exp : low [pc] F commy; comm;
pc € {low, high} exp :pc [pc] Fth [pc]t el
[pc] = h; = exp [pc] - if exp = 0 then th else el
forbid explicit flow
exp : lo. exp : pc [pc] F comm
flow] b= 1; := exp [pc] F while exp = 0 do comm

forbid implicit flow
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Type rules
A program P is correctly typed if

[pc] F P

can be inferred for pc = low or pc = high.
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Type rules
A program P is correctly typed if

[pc] F P
can be inferred for pc = low or pc = high.

Theorem
Every correctly typed program has noninterference property.
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Type rules
A program P is correctly typed if
[pc] F P

can be inferred for pc = low or pc = high.

Every correctly typed program has noninterference property.

There are programs which have noninterference property that cannot be
typed.
For instance: 1; :=h; — h;
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